Microsoft Edge
1. Open New window of Edge, input “edge://flags/” in URL bar.

A Experiments x BB

& O @ Edgeq edgei/flags 7= i3

Q, Search flags Reset all

Experiments 85.0.564.41

WARNING: EXPERIMENTAL FEATURES AHEAD! By enabling these features, you could lose browser data or
compromise your security or privacy. Enabled features apply to all users of this browser.

Available Unavailable

Override software rendering list

Overrides the built-in software rendering list and enables BPU-acceleration on unsupported
system configurations. — Mac, Windows

#ignore-gpu-den:

Disabled v

Accelerated 2D canvas

Enables the use of the GPU to perform 2d canvas rendering instead of using software
Enabled ~

rendering. - Mac, Windows

#disable-accelerated-2d-canvas

Select HW overlay strategies
Select strategies used to promote quads to HW overlays. - Mac, Windows Default v
#overlay-strategies

Tint GL-composited content

Tint contents composited using GL with a shade of red to help debug and study overlay
support. — Mac, Windows

#tint-glcomposited-content

Disabled ~

Partial swap
Sets partial swap behavior. - Mac, Windows Enabled v
s#ui-disable-partialswap

WebRTC multi-channel capture audio processing.
Support in WebRTC for processing capture audio in multi channel without downmixing when
running APM in the render process. — Mac, Windows

Default

#enable-webrte-capture-multi-ch |-audi g

2. Input “TLS” in Search bar.
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Available Unavailable

TLS 1.3 Early Data
This option enables TLS 1.3 Early Data, allowing GET requests to be sent during the Default o
handshake when resuming a connection te a compatible TLS 1.3 server. — Mac, Windows

#enable-tls13-early-data

TLS Post-Quantum Confidentiality
This option enables a post-quantum (i.e. resistent to quantum computers) key exchange

algorithm in TLS (CECPQ2). - Mac, Windows Default

Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which Dotk
are deprecated and will be removed in the future. — Mac, Windows

#show-legacy-tls warnings
Enforce deprecation of legacy TLS versions

Enable connection errors and interstitials for sites that use legacy TLS versions (TLS 1.0 and
TLS 1.1), which are deprecated and will be removed in the future. - Mac, Windows

Default ~

#legacy-ls-enforced




3. Check that TLS is of version 1.2 or above and set “Default”.
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Available Unavailable

Data

enables TLS 1.3 Early Data, allowing GET requests to be sent during the
handshake when resuming a connection to a compatible TLS 1.3 server. — Mac, Windows
#enable-tls13-early-data

Default v

TLS Post-Quantum Gonfidentiality
This option enables a post-quantum (i.e. resistent to quantum computers) key exchange
algerithm in TLS (CECPQ2). — Mac, Windows

Default v

Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which Default "
are deprecated and will be removed in the future. - Mac, Windows

#show-legacy-tls-warnings

Enforce deprecation of legacy TLS versions
Enable connection errors and interstitials for sites that use legacy TLS versions (TLS 1.0 and m
TLS 1.1), which are deprecated and will be removed in the future. — Mac, Windows

#legacy-tls-enforced

4. Setting completed. Close the browser and open again.



Safari

If you are using Safari version 7 or above, TLS 1.2 should be automatically enabled. For technical details, please
visit here.


https://support.apple.com/en-hk/guide/security/sec100a75d12/web

Firefox

1. Open New window of Firefox, input “about:config” in URL bar.
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2. Click “Accept the Risk and Continue” button.
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Proceed with Caution

Changing advanced configuration preferences can impact Firefox performance or security.

Warn me when | attempt to access these preferences

Accept the Risk and Continue




3. Add “security.tls.version.min” in search box.
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4. Check “security.tls.version.min” with value 2 or above.
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5. If the value is smaller than 2, click button to update, then click . button.
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6. Setting completed. Close the browser and open again.



Google Chrome

1. Open New window of Chrome, input “chrome://flags/” in URL bar.
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WARNING: EXPE FEATURES AHEAD! By enabling these features, you could lose browser data or
compromise your security or privacy. Enabled features apply to all users of this browser. If you are an enterprise
admin you should not be using these flags in production
allable Unavailable
Temporarily unexpire M91 flags.
Y]
Temporarily unexpire M92 flags.
Enabled

Select HW overlay strategles

g and study overlay Dol v

2. Input “TLS” in Search bar
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Available Unavailable

TLS 1.3 Early Data
This option enables TLS 1.3 Early Data, allowing GET requests to be sent during the

handshake when resuming a connection to a compatible TLS 1.3 server. — Mac, Windows, Default ~

Linux, Chrome 0S, Android
#enable-tls13-early-data

TLS Post-Quantum Confidentiality
This option enables a post-quantum (i.e. resistent to quantum computers) key exchange Default

v
algorithm in TLS (CECPQ2). — Mac, Windows, Linux, Chrome OS, Android




3. Check that TLS is of version 1.2 or above and set “Default”.
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Available Unavailable

vly Data
TS option enables TLS 1.3 Early Data, allowing GET requests to be sent during the
handshake when resuming a connection to a compatible TLS 1.3 server. - Mac, Window
Linux, Chrome 0S, Android

#enable-tls13-early-data

TLS Post-Quantum Confidentiality
This option enables a post-quantum (i.e. resistent to quantum computers) key exchange et

B v
algorithm in TLS (CECPQ2). - Mac, Windows, Linux, Chrome 0S, Android

4. Setting completed. Close the browser and open again.






