Issue / Symptom:

When a document downloaded from Judiciary is opened by Acrobat Reader, you may
find that there is a bar on top of the document, showing “At least one signature has

problems.”
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% At least one signature has problems.




You can press “Signature Panel” on the right of the bar of warning message for more
details.
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% At least one signature has problems.

|D Signatures IE II‘

g - Validate All
B & Rew. 1: Signed by CHAN Wai Chung Candy:

@ Signature validity is unknown:

Document has not been medified since this signature was applied

Signer's identity is unknown because it has not been included in your list of tr|
Signing time is from the clock on the signer's computer.
Signature Details
Last Checked: 2022.03.31 18:57:08 +08'00"
Field: Certificate of CSM{IT) with 2022-03-30 18:12:42:803 (invisible signature)

Click to view this version

The warning message is displayed because the issuer of the certificate is not trusted by
Acrobat Reader by default.



Solution:

1. Open your web browser, go to website
https://www.hongkongpost.gov.hk/product/download/root/index.html
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2. Click the link “Hongkong Post e-Cert CA 2 - 17”
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3. Click the link “Download the "Hongkong Post e-Cert CA 2 - 17" certificate to
download the file “ecert_ca_2-17_pem.crt”.
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Hongkong Post e-Cert CA 2 - 17

This Sub CAM®' 1 s valid from 12 August 2017 to 12 August
2032 and is required for verifying the Hongkong Post digital
signature on e-Cert (Personal), e-Cert (Organisational) and e-
Cert (Encipherment) issued on or after 1 February 2019

The words "Hongkong Post e-Cert CA 2 - 17" will be displayed in
the "Issuer” field of the above e-Certs.

= Download the "Hongkong Poste-Cert CA 2 - 17"
certificate

Hongkong Post e-Cert CA 2 - 19

This Sub CAM® 1 is valid from 29 July 2019 to 29 July 2034 and
is required for verifying the Hongkong Post digital signature on
iAM Smart-Cert issued on or after 7 October 2020

The words "Hongkong Post e-Cert CA 2 - 15" will be displayed in
the "Issuer” field of the above iAM Smart-Certs.

= Download the "Hongkong Post e-Cert CA 2 - 19"
certificate
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This Root CA is valid for 25 years (3 June 2017 - 3 June 2042)
and is required for verifying the Hongkong Post digital signature
on the Sub CAM®'® ' "Hongkong Post e-Cert S5L CA 3 - 17" and
"Hongkong Post e-Cert EV SSL CA 3 - 17"
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The words "Hongkong Post e-Cert CA 2 - 17" will be displayed in
the "Issuer” field of the above e-Certs.
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This Sub CAM® 1 is valid from 29 July 2019 to 29 July 2034 and
is required for verifying the Hongkong Post digital signature on
iAM Smart-Cert issued on or after 7 October 2020.

The words "Hongkong Post e-Cert CA 2 - 15" will be displayed in
the "Issuer” field of the above iAM Smart-Certs.
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Open Acrobat Reader. Select menu “Edit -> Preferences...”
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Select Category “Signatures” and press “More...” button inside group box
“Identities & Trusted Certificates”
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A dialog box “Digital ID and Trusted Certificate Settings™ is prompted. Select
“Trusted Certificates” on the left hand side and then press “Import” button on
the top right panel.

[a Digital ID and Trusted Certificate Settings X
/ Edit Trust ‘ﬁ Import |r;> Export l? Certificate Details &) Remove
MName Certificate Issuer Expires
Adobe Root CA Adobe Root CA 2023.01.09 00:07:23 Z
o |

Manage My Trusted Certificates

|i This is a list of the trusted certificates that are available for your use on this computer. Every
digital signature includes a certificate that is used to determine whether the signature is valid and
trusted.

Use Edit Trust to specify the actions that a document signed with a particular certificate is
allowed to perform. Use Import to add a certificate to your list of trusted certificates. Use
Export to share your certificate with others. Use Certificate Details to see more information
about a particular certificate. Use Remove to delete a certificate from your list of trusted
certificates.




7. Another dialog box “Choose Contacts to Import” will be displayed. Please press
“Browse ...” button in group box “Contacts”

Choose Contacts to Import *

This dialog will allow you to select contacts to import into your trusted identities, You can alse set the trust for
any certificates associated with the contacts being imported.

Contacts
MName Email Remove
| |
Search ...
Certificates
This list displays the certificates associated with the currently selected contact.
Subject |ssuer Expires Details ...

Help Import Cancel




A dialog box named “Locate Certificate File” will be opened. Go to the folder
containing the downloaded certificate file and select the downloaded file in step
3 above. If you cannot find the file in the file list of the dialog box, you can

simply type “ecert_ca_2-17_pem.crt” in the “File Name” field. Press “Open” to
import the certificate file.
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The certificate file “ecert ca 2-17 pem.crt” is now imported to Acrobat Reader,
named “Hongkong Post e-Cert CA 2-17”. Select the item in group box
“Contacts”. A certificate item will appear in group box “Certificates”. Then
select the certificate item and Press “Trust ...” to continue.

Choose Contacts to lmport

This dialog will allow you to select contacts to impert into your trusted identities. You can also set the trust for
any certificates associated with the contacts being imported.

Contacts

[413 F e Fal Eem oveE

Hongkong Post e-Cert CA 2 - 17

Browse ...

Search ...

Certificates

This list displays the certificates asscciated with the currently selected contact.

I Hongkong Post e-Cert ... Hongkong Post Root ... 12/08/2032 3:49:22 AM

Help Import Cancel

ol




10. A dialog box named “Import Contact Settings” is opened. Check checkbox “Use
this certificate as a trusted root” in tab page “Trust” and then press the “OK”

button.

Import Contact Settings

Certificate Details
Subject: Hongkong Post e-Cert CA2-17
Issuer: Hongkong Post Root CA 2

Usage: Sign transaction, Sign document, Sign certificate (CA), Sign CRL

Expiration: 12/08/2032 3:4%:22 AM

.......................

If signature validation succeeds, trust this certificate for:

Signed documents or data

[] Certified decuments
Dynamic content

Ermbedded high privilege JavaScript

etc.)

Certificate Details...

Help OK

Privileged systern operations (networking, printing, file access,

A certificate used to sign a docurment must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor,

Uze this certificate as a trusted root

Cancel




11. The “Choose Contacts to Import” dialog box will be shown. Press “Import” to

complete the process.

Choose Contacts to mport

Contacts

This dialog will allow you to select contacts to import into your trusted identities. You can also set the trust for
any certificates associated with the contacts being imported.

Mame

Hongkong Post e-Cert CA 2 - 17

Email

Certificates

This list displays the certificates associated with the currently selected contact.

Remove

Search

Subject

Issuer

Hongkong Post e-Cert ... Hongkeng Post Root ...

Expires

12/08/2032 3:49:22 AM

i il

Details ...

Trust ...

Import

Cancel

X

Import Complete

Import details:

1 issuer certificate(s) imported.

oK




12. To verify if the previous steps have been completed correctly, you can check
that a certificate named “Hongkong Post e-Cert CA 2- 17” is now embedded in
the Trusted Certificates list.

[a Digital ID and Trusted Certificate Settings

Digital IDs Edit Trust ﬁ Import v Export ¥ Certificate Details Remove
B Marmne Certificate |ssuer Expires
‘Adobe Root CA Adobe Root CA 2023.01.00 00:07:23 7
I Heongkeng Post e-Cert CA2-17 Heongkeng Post Root CA 2 2032.08.1203:49:22 Z
= |
Adobe Root CA
Adobe Systems Incorporated
| Issued by: Adobe Root CA
Adobe Systems Incorporated

Valid from: 2003.01.08 233723 Z
Valid to: 2023.01.09 00:07:23 Z
Intended usage: Sign certificate (CA), Sign CRL




13. Close Acrobat Reader. Reopen the Acrobat Reader with a Judiciary PDF
document. There should be no warning message when viewing documents
downloaded from Judiciary.
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